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VM-AND-PM-AS-A-SERVICE

“Stay ahead of vulnerabilities with Patch Management as a Service.”

Vulnerability Management-and Patch Management-as-a-Service

handle the configuration, scanning, detection, and remediation of WHY US

vulnerabilities for your organization. All this turnkey security comes at

a starting price less than what it would take you to hire a single

security engineer.

e ASOC 2Type Il and ISO 27K1
Certified SOC

VULNERABILITY MANAGEMENT, DETECTION, AND REMEDIATION * Industry Beating Priced

r

ﬁ Scan

Runs continuous scans to get
visibility

Analyze

Analyzes systems for issues,
risks, and threats

@ Automate

Automates end-to-end tasks

Premium Quality Service
3
/‘@ Detect e 1000+ customers across 20+

o countries
Detects deviations and changes

as they occur e Global Locations

&)  Remediate . FuIIy-Manage.d Turnkey/Co-
Managed Options

Remediates detected flaws, risks,

and threats e 15-Min Gold SLA

e GDPR and Local Privacy Laws

@ Prevent Compliant

Protect devices from potential
breaches

24X7 FULLY-MANAGED TURNKEY VM AND PM SERVICE

e World's largest built-in Vulnerability Database e Integrated Patch Management Module to

(160,000+ Checks).

Remediate Vulnerabilities.

e 24x7 Real-time Continuous Vulnerability Scans. e Comply with Industry Benchmarks and Security
e Vulnerability Scanning and Detection in less than 5 Standards.
Minutes. e Dedicated Vulnerability Scanning and Patch
e Detected Vulnerability Validations and Prioritizations. Remediation Team.
e Deploy Patches on all Major OSs and 300+ Third- o Effortless Rollback for an Error-prone Software

party Apps.

Patches.



VM-AND-PM-AS-A-SERVICE

TENABLE NESSUS AD-HOC VM SCANS (NETWORK INFRASTRUCTURE AND IP RANGES)

e Public/External VM Scans.
e Internal Vulnerability Scans.
e WWeb Application VM Scans.

e Scan Risk Scores and Prioritization.
e Custom Scan Result Reports.
e Vulnerability Remediation Recommendations.

e Discover unknown assets. e Diverse array of sensors.
e Proactively identify and prioritize vulnerabillities. e Credentialed/Non-Credentialed Scans.

Vulnerability Scanning

conducts a thorough scan to

identify all vulnerabilities present in the system.

¢

Final Assessment & Reporting Vulnerability Assessment

Upon completion of the production assesses the vulnerabilities

phase patching, we schedule the . '. and classifies them into severity levels

patching procedure for the customer based on the potential attack they may

every month at the agreed day and be vulnerable to.
time. Additionally, final assessment
and patching reports are provided to

the customer.

Patch

°

anagement

M
@ Lifecycle @

All patches applied to these pilot devices are validated

Production Patching
Once the pilot phase patching is

~~~~~~ . Pilot Patching

To ensure a smooth patching
completed, the same process is process, initial patching is done on
followed for the rest of the devices a group of pilot devices weekly.

in the production phase.

&

Validation

from the console, and post-patch reports are shared
with the client for proper visibility and to achieve the
highest success rate.

WHAT MSPS/MSSPS AND END GLIENTS GET

e Fully Managed Turnkey VM and PM Service.

e 24x7 Continuous vulnerability management.

e 24x7 Steady State Management of the VM and PM
Products.

e Industry Leading GOLD Service Level Agreements.

e Full Multi-Tenant Environment.
e Access to Customer Tenant Instances.

VM-AND-PM-AS-A-SERVIGE BENEFITS

e Accelerate risk analysis to save valuable time.

e continuous monitoring of evolving attack surface.

e Noise is suppressed & only True Positives are
escalated - Customers don’t have to deal with
overwhelming alerts and false positives.

CONTACT US

e Recurring Weekly and Monthly SOC Governance
Calls.

e Customized Incident Escalations.

e Assigned Named VM and PM Engineers.

e Dedicated local 1800-SOC number.

e Customer gets full access to VM and PM Multi-Tenant
Instances.

e Customer gets access to SOC Ticketing Portal.

e VM and PM Engineers available to jump on Incident
Containment Bridge Calls (No extra charges).

CONTACT US NOW!

B Mohammed@archlightsolutions.com

(. +1.612.532.5539 ® www.archlightsolutions.com




